Protocols Architecture

Explain basic concepts of networking?

Networking is a field of computer science that deals with the design and construction of
communication networks that allow computers, smartphones, and other devices to
communicate with each other. The basic concept of networking involves connecting devices
to share data and resources.

A network typically consists of multiple devices connected together using various
communication technologies, such as Ethernet, Wi-Fi, or Bluetooth. These devices can be
computers, servers, switches, routers, or other types of networking equipment.

Data transmitted between devices on a network is broken into small packets and sent
individually through the network, which allows multiple devices to communicate
simultaneously. Routers and switches are used to direct these packets to their intended
destination.

Networks can be designed in different topologies, such as a star, bus, or mesh topology, and
can be local area networks (LANs), wide area networks (WANs), or wireless networks.

The basic idea behind networking is to allow devices to share data and resources, such as
printers, files, and internet connections, and to enable communication and collaboration
between users. The ultimate goal of networking is to create a seamless and efficient
communication infrastructure that supports the needs of individuals, organizations, and
society as a whole.
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Explain Network Topology

Network topology refers to the way in which devices (such as computers, servers, switches,
routers, etc.) are connected and arranged in a network. It refers to the physical or logical
arrangement of the devices and the way they communicate with each other.

There are several common network topologies:

Bus topology: In this type of topology, all devices are connected to a single cable (bus),
which acts as a backbone to transmit data.

Bus Topology
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Star topology: In this type of topology, all devices are connected to a central hub, switch, or
router, which acts as the central node and coordinates communication between devices.

Ring topology: In this type of topology, devices are connected in a circular arrangement,
and data is transmitted along the ring in one direction.
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Mesh topology: In this type of topology, every device is connected to every other device,
creating multiple paths for data to travel.
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Full Mesh Topology

Tree topology: In this type of topology, devices are connected in a hierarchical
arrangement, with multiple levels of nodes connected to a central backbone.

g’ TOOLBOX
TREE TOPOLOGY

The choice of network topology depends on several factors, including the size of the
network, the type of devices being used, and the communication requirements of the

devices. The topology used can also affect the performance, scalability, and security of the
network.
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Explain physical layer functionality?

The physical layer is the first layer of the seven-layer OSI (Open Systems Interconnection)
model, which is a standardized model for designing and describing communication systems.

The physical layer of the OSI model is responsible for transmitting raw data bits over a
physical medium such as copper wires, optical fibers, or radio waves. It defines the
electrical, mechanical, procedural, and functional specifications for activating, maintaining,
and deactivating the physical link between communicating network devices.

Functionality of the physical layer includes:

Data transmission: The physical layer is responsible for transmitting raw data bits from one
device to another. This involves encoding data into signals that can be transmitted over a
physical medium.

Data signals: The physical layer defines the physical signals that are used to represent data.
This includes the voltage levels, signal timing, and signal transitions used to represent ones
and zeros.

Physical media: The physical layer defines the type of physical media that is used to
transmit data, such as copper wires, optical fibers, or wireless links.

Data rate: The physical layer defines the maximum data rate that can be transmitted over
the physical medium.

Physical connections: The physical layer defines the physical connections between network
devices, including the type of connectors, pinouts, and cable lengths.

Physical topology: The physical layer defines the physical topology of the network, including
the arrangement of nodes and links.

Error detection and correction: The physical layer may include mechanisms for detecting
and correcting errors that occur during the transmission of data.

In summary, the physical layer provides the basic means for transmitting raw data bits from
one device to another, and provides the foundation for all other layers in the OSI model to
build upon.

Explain data link layer functionality?
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The Data Link Layer is the second layer of the OSI (Open Systems Interconnection) Model,
which is a seven-layer model that provides a standard for how data should be transmitted
between two devices on a network. The Data Link Layer is responsible for providing reliable,
error-free transmission of data over the physical link between two devices.

The key functions of the Data Link Layer include:

Framing: The Data Link Layer takes data received from the Network Layer and divides it into
manageable units called frames. Each frame contains a header and a trailer that provide
information about the data contained within the frame.

Flow Control: The Data Link Layer is responsible for ensuring that the receiving device is
able to keep up with the rate of incoming data. If the receiver is not able to keep up, the
Data Link Layer can slow down or stop the transmission of data to prevent data loss.

Error Correction: The Data Link Layer performs error detection by adding a checksum to
each frame, which can be used to detect errors in the data. If an error is detected, the Data
Link Layer can request that the frame be retransmitted.

Media Access Control: The Data Link Layer is responsible for providing a mechanism for
multiple devices to share access to the physical link. This is known as Media Access Control
(MAC) and it determines which device can transmit data at a given time.

In summary, the Data Link Layer provides the necessary functions to ensure reliable, error-
free transmission of data over the physical link. It provides the link between the Network
Layer and the Physical Layer and helps to ensure that data is transmitted efficiently and
without errors.

Explain multiple access techniques?

Multiple access techniques are methods used to allow multiple devices to share the same
communication channel or network. These techniques are used in wireless and cellular
networks to handle the increasing demand for data and voice traffic. Here are some
commonly used multiple access techniques:

Frequency Division Multiple Access (FDMA): In FDMA, the available frequency spectrum is
divided into multiple sub-bands, with each sub-band assigned to a different user. The users
then communicate independently using the assigned sub-band.




Computer Networks (CC-214)

Time Division Multiple Access (TDMA): In TDMA, the available time is divided into time
slots, and each user is assigned a specific time slot in which to transmit data. The multiple
access is achieved by alternating the time slots among the users.

Code Division Multiple Access (CDMA): In CDMA, each user is assigned a unique code,
which is used to modulate their data. All users transmit simultaneously, and the receiver
decodes the desired data by using the unique code assigned to the desired user.

Orthogonal Frequency Division Multiple Access (OFDMA): OFDMA is a combination of
FDMA and orthogonal frequency division multiplexing (OFDM). In OFDMA, the available
frequency spectrum is divided into multiple sub-bands, and each user is assigned a specific
sub-band in which to transmit data.

Space Division Multiple Access (SDMA): In SDMA, the available space is divided into
multiple beams, and each user is assigned a specific beam in which to transmit data. The
multiple access is achieved by using multiple antennas at the base station.

Each of these multiple access techniques has its own advantages and disadvantages, and the
selection of the appropriate technique depends on the requirements of the particular
application.

Explain Circuit Switching?

Circuit switching is a method of telecommunication where a dedicated physical path or
circuit is established between two communication devices for the duration of their
conversation. This means that a physical connection is created between the two devices,
and all data sent from one device to the other travels along this circuit.

In circuit switching, a dedicated circuit is reserved for the entire communication session,
whether or not there is any data being transmitted. This circuit is maintained even when
there is a lull in the conversation, meaning that the circuit remains connected even when no
data is being transmitted. This makes circuit switching an efficient method of
communication when the data transfer rate is relatively constant, as it ensures that the
connection remains in place and there is no delay in setting up the connection each time
data is transmitted.

Circuit switching is commonly used in traditional telephone networks, where a circuit is
established between two telephones for the duration of a phone call. It was the dominant
method of communication in the early days of telecommunication and has been largely
replaced by packet switching, which is more efficient for networks with variable data
transfer rates.
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In summary, circuit switching is a communication method that creates a dedicated physical
path between two communication devices for the duration of their conversation, and it is
most suitable for communication where the data transfer rate is relatively constant.

Explain Packets Switching?

Packet switching is a method of transmitting data in the form of packets from a source to a
destination over a network. In packet switching, the data is divided into smaller units called
packets, each of which includes a header that contains information about the source,
destination, and type of data. These packets are then transmitted individually over the
network and reassembled at the destination to form the original message.

The main advantage of packet switching is that it allows multiple users to share a single
communication channel by dividing the channel into smaller time slots and allocating each
time slot to a different user. This allows multiple users to send and receive data
simultaneously over the same network, increasing the overall efficiency and capacity of the
network.

In addition, packet switching also allows for the efficient use of network resources by only
transmitting the data that is needed at any given time. For example, if a user only wants to
receive a small portion of a large file, only the packets that contain that portion of the file
will be transmitted, saving bandwidth and other network resources.

Packet switching is widely used in modern computer networks, including the Internet, local
area networks (LANs), and wide area networks (WANs).

Explain LAN technologies?

Local Area Network (LAN) technologies refer to the methods and technologies used to
connect devices within a small geographic area, such as a single building or campus. The
primary goal of a LAN is to provide fast, reliable and secure communication between
devices, such as computers, servers, printers, and other network-enabled devices.

Here are some common LAN technologies:

Ethernet: Ethernet is the most widely used LAN technology and is defined by the IEEE 802.3
standard. It uses a data-link layer protocol that supports data transmission rates of up to 10
Gbps. Ethernet uses a physical cable to connect devices and supports both wired and
wireless connections.
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Wi-Fi: Wi-Fi is a wireless LAN technology that uses radio waves to provide wireless high-
speed Internet and network connections. It is based on the IEEE 802.11 standard and is
widely used in homes, offices, and public spaces.

Token Ring: Token Ring is a type of LAN that uses a token-passing mechanism to control
access to the network. In a Token Ring network, a token is passed from one device to
another, allowing only the device with the token to transmit data.

Fiber Distributed Data Interface (FDDI): FDDI is a type of LAN that uses optical fiber cables
to transmit data. It is a high-speed network that supports data transmission rates of up to
100 Mbps.

HomePNA: HomePNA is a type of LAN that uses existing telephone wiring to transmit data.
It is often used in homes to connect devices to a broadband Internet connection.

These are just a few of the many LAN technologies available. The best technology for a given
situation depends on the specific requirements and constraints of the network, such as the
number of devices, the required transmission speed, the type of devices to be connected,
and the available infrastructure.

Explain wireless networks?

A wireless network is a type of computer network that uses wireless data connections
between network nodes. This means that instead of using cables, the network relies on
radio waves or infrared signals to transmit data between devices.

Wireless networks can be classified into two main categories: infrastructure and ad-hoc.
An infrastructure wireless network consists of a central device, such as a router, that
provides a connection to the Internet or other networks, and multiple client devices that
connect to the central device wirelessly. An ad-hoc wireless network, on the other hand,
does not have a central device and instead consists of a group of devices that communicate
directly with each other.

Wireless networks can be further classified into different standards, such as Wi-Fi, Cellular,
Zigbee, etc. Each standard has its own specifications and uses a different frequency band
and data transmission technology.
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Wireless networks have become very popular in recent years due to their convenience and
flexibility, as they allow devices to be connected to the Internet or other networks without
the need for physical cables. They are commonly used in homes, offices, and public places
like airports, cafes, and hotels.

Explain MAC addressing?

MAC (Media Access Control) address is a unique identifier assigned to a network interface
controller (NIC) for use as a network address in communications within a network segment.
This use is common in most IEEE 802 networking technologies, including Ethernet, Wi-Fi,
and Bluetooth.

A MAC address consists of six pairs of hexadecimal characters (0-9 and A-F), separated by
colons (or sometimes hyphens), for a total of 17 characters. For example, a MAC address
might look like this: 00:11:22:33:44:55.

A MAC address is intended to be unique, and it is often used to identify the physical address
of a device on a network. This allows other devices on the network to send data directly to
that device, rather than broadcasting it to all devices on the network.

It's important to note that a MAC address is different from an IP address, which is a logical
address used for communication on a network. The MAC address is used at the data link
layer (layer 2) of the OSI model, while the IP address is used at the network layer (layer 3).

Explain Networking Devices?

Networking devices refer to the hardware components that are used to build a computer
network. These devices are responsible for transmitting, receiving, and routing data
between different devices on a network. Some common networking devices are:

Routers: A router is a device that directs traffic between multiple networks. It determines
the best path for data to take, based on factors such as network congestion and the
destination of the data.

Switches: A switch is a device that allows multiple devices on a network to communicate
with each other by forwarding data packets to their intended destination. Switches operate
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at the data link layer of the OSI model, and they allow for faster data transmission by
creating dedicated connections between devices.

Hubs: A hub is a simple networking device that operates at the physical layer of the OSI
model. It acts as a central point for connecting multiple devices on a network, and it
broadcasts data to all connected devices.

Bridges: A bridge is a device that connects two separate network segments and forwards
data between them. Bridges operate at the data link layer of the OSI model and can be used
to extend the range of a network or to segment a large network into smaller, more
manageable sub-networks.

Firewalls: A firewall is a security device that monitors and controls incoming and outgoing
network traffic based on predetermined security rules. Firewalls are often used to protect a
network from unauthorized access and to prevent the spread of malicious software.

Access Points: An access point is a device that allows wireless devices to connect to a wired
network. It acts as a bridge between wireless devices and a wired Ethernet network,
providing wireless devices with access to network resources.

Explain network layer protocols?

Network layer protocols are the set of rules and standards that govern the communication
between devices in a network at the network layer (layer 3) of the OSI (Open Systems
Interconnection) model. These protocols define how data is packaged, addressed,
transmitted, and routed across multiple networks.

Some common network layer protocols are:

Internet Protocol (IP): IP is the primary network layer protocol used on the internet. It
provides a method for transmitting and receiving data packets between devices on a
network, and is responsible for routing packets from their source to their destination.
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Internet Control Message Protocol (ICMP): ICMP is used to manage error messages and
control traffic flow in IP networks. It is often used by network devices such as routers to
diagnose and resolve network issues.

Routing Information Protocol (RIP) and Open Shortest Path First (OSPF): These protocols
are used by routers to dynamically exchange information about network topology and to
determine the best path for forwarding packets.

Address Resolution Protocol (ARP): ARP is used to map an IP address to a physical (MAC)
address on a network. It is used to resolve |IP addresses to MAC addresses, which are
required for data transmission at the data link layer.

These are just a few examples of network layer protocols. Understanding the role and
function of these protocols is important for managing and maintaining network systems.

IPv4 and IPv6

IPv4 (Internet Protocol version 4) and IPv6 (Internet Protocol version 6) are both Internet

protocols that are used to transmit data over the Internet. They are both responsible for
routing data packets from a source to a destination.

IPv4 was first implemented in 1981 and it uses 32-bit addresses, allowing for a theoretical
maximum of 4,294,967,296 unique addresses. This was sufficient for the early days of the

Internet, but as more devices were connected to the Internet and the demand for unique

addresses grew, it became clear that IPv4 would not be able to accommodate the growing
number of devices.

IPv6, on the other hand, uses 128-bit addresses, allowing for a theoretical maximum of
340,282,366,920,938,463,463,374,607,431,768,211,456 unique addresses. This massive
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increase in the number of available addresses makes IPv6 much better suited to
accommodate the growing number of Internet-connected devices.

In terms of functionality, both IPv4 and IPv6 have the same basic features. However, IPv6
includes several improvements over IPv4, including better support for mobile devices,
improved security features, and a simpler header format.

Overall, the transition from IPv4 to IPv6 is necessary to ensure the continued growth and
expansion of the Internet. While most devices today are still using IPv4, the migration to
IPv6 is ongoing and is expected to continue in the coming years.

Explain IP Addressing?

IP (Internet Protocol) addressing is the system of assigning unique numerical addresses to
devices connected to the internet or a local network. IP addresses serve two main functions
in computer networks: identifying the host or network interface, and providing the location
of the host in the network.

There are two main types of IP addresses: IPv4 and IPv6. IPv4 addresses are 32-bit
numbers, often written as four numbers separated by dots (e.g., 192.168.1.1). This format
allows for a total of 4.3 billion unigque addresses. Due to the rapid growth of the internet,
IPv4 addresses have become scarce, leading to the development of IPv6, which uses 128-bit
addresses written as eight groups of hexadecimal numbers separated by colons (e.g.,
2001:0db8:85a3:0000:0000:8a2e:0370:7334). IPv6 addresses allow for a much larger
number of unique addresses, which helps to ensure the continued growth and scalability of
the internet.

In addition to unique addresses, IP addresses also include information about the network
and subnet mask, which allows routers to determine the best path for transmitting data to
its destination. An IP address can be either static or dynamic. A static IP address is manually
assigned to a device and remains the same until it is changed. A dynamic IP address is
assigned to a device from a pool of available addresses and can change each time the device
connects to the network.

11
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Transport Layer Protocols

The transport layer is a layer in the OSI (Open Systems Interconnection) model that
provides communication services directly to the application processes running on different
hosts. The main purpose of the transport layer is to ensure reliable, efficient and
transparent data transfer between end-user applications.

There are two main transport layer protocols that are widely used:

Transmission Control Protocol (TCP): TCP is a connection-oriented protocol that provides
reliable, in-order delivery of data. It establishes a reliable end-to-end connection between
two applications, and provides flow control, error detection and correction, and congestion
control.

User Datagram Protocol (UDP): UDP is a connectionless protocol that provides fast,
unreliable delivery of data. Unlike TCP, UDP does not establish a reliable connection
between two applications, and does not guarantee the delivery of data in the correct order
or without any loss. However, it is faster and requires less overhead than TCP, making it
well-suited for applications that require fast and efficient data transfer, such as video
streaming and online gaming.

Both TCP and UDP are widely used in various application scenarios, and the choice between
them depends on the specific requirements of the application in terms of data transfer
reliability, speed, and overhead.

Ports and sockets

Ports and sockets are fundamental concepts in computer networking. They are used to
identify specific applications or services on a networked device.

A port is a logical construct that acts as a communication endpoint for network
communication. A networked device can have multiple applications running simultaneously,
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and each of these applications can listen for incoming network traffic on its own unique port
number. Commonly used port numbers include HTTP (port 80), HTTPS (port 443), and
SMTP (port 25) for email.

A socket, on the other hand, is a software representation of a port. It acts as an endpoint for
network communication and provides a mechanism for applications to send and receive
data over the network. Sockets can be thought of as the combination of an IP address and a
port number, which uniquely identify a network connection.

When two applications communicate over a network, they use a socket on each end to
exchange data. One application sends data to the other application's socket, and the
receiving application reads the data from its own socket. The data is transmitted over the
network via a series of packets, each of which contains the source IP address, source port,
destination IP address, and destination port information.

In summary, ports are used to identify specific applications or services on a networked
device, while sockets are used to represent network connections between applications and
facilitate communication.

Flow and congestion control

Flow control refers to the mechanisms used to regulate the amount of data that is
transmitted between two devices in a network, in order to prevent overwhelming the
receiving device. This is achieved by having the receiving device send feedback to the sender
indicating how much data it can handle, so that the sender can adjust its transmission rate
accordingly.

Congestion control, on the other hand, refers to the techniques used to regulate the
amount of data that is transmitted in a network, in order to prevent network congestion.
Network congestion occurs when there is too much traffic for the network to handle,
leading to a reduction in performance, lost packets, and increased latency. To prevent this,
congestion control algorithms adjust the transmission rate of each device in the network to
ensure that the network is not overloaded.
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Both flow control and congestion control are crucial for ensuring the reliable and efficient
operation of computer networks, and are widely used in various communication protocols,
such as TCP and UDP.

Application layer protocols

FTP, TFTP

SMTP, POP3,
IMAP

Telnet, SSH

Application Layer Protocols

BOOTP, DHCP,
DNS

HTTP, HTTPS

The application layer is the highest layer of the OSI model, and it's responsible for providing
services to the end-user applications. Some of the commonly used application layer
protocols are:

HTTP (Hypertext Transfer Protocol) - used for transmitting web pages and other related
data over the internet.

HTTPS (Hypertext Transfer Protocol Secure) - an encrypted version of HTTP, used for secure
communication over the internet.
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FTP (File Transfer Protocol) - used for transferring files between two computers over a
network.

SMTP (Simple Mail Transfer Protocol) - used for sending electronic mail messages between
servers.

DNS (Domain Name System) - used for resolving domain names into IP addresses.
Telnet - a remote terminal protocol used for accessing remote computers and servers.

SSH (Secure Shell) - a secure alternative to Telnet, used for secure communication between
two computers over an unsecured network.

DHCP (Dynamic Host Configuration Protocol) - used for dynamically assigning IP addresses
to devices on a network.

NFS (Network File System) - a protocol used for sharing files and resources between
computers on a network.

These are just a few of the many application layer protocols used in today's networks and
internet. Each protocol has a specific function and is designed to meet the needs of different
types of applications and services.

Latest trends in computer networks

Here are some of the latest trends in computer networks:

5G networks: With the widespread adoption of 5G networks, data transfer speeds are
expected to increase significantly. This will enable new use cases such as augmented and
virtual reality, autonomous vehicles, and the Internet of Things (loT).

Edge Computing: Edge computing is the practice of processing data closer to where it is
generated, rather than sending it to a centralized data center. This helps reduce latency and
improve the efficiency of data transfer.

Software-Defined Networking (SDN): SDN is a new approach to network management that
allows network administrators to manage network traffic and services through software,
rather than through physical hardware configurations. This makes it easier to automate
network operations and make changes quickly.

Network Function Virtualization (NFV): NFV is a technology that allows network functions
to be executed in software on standard servers, rather than on specialized hardware. This
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enables service providers to offer new services faster, and at a lower cost.

Artificial Intelligence and Machine Learning: Al and machine learning are increasingly being
used in computer networks to automate network operations, improve network
performance and security, and to better understand network behavior.

Cybersecurity: With the increasing reliance on computer networks, cybersecurity has
become a critical concern. There is a growing focus on securing networks against cyber-
attacks, data breaches, and unauthorized access.

These are just a few of the trends that are shaping the future of computer networks. As
technology continues to evolve, it's likely that we will see even more exciting developments
in the years to come.

Difference between TCP and UDP

TCP/IP UDP
TCP stand for Transmission Control Protocol. UDP stand for User Datagram Protocol.
It is a connection-oriented protocol. It is a connectionless protocol.
TCP reads data as streams of bytes, and the UDP messages contain packets that were sent
message is transmitted to segment boundaries. | one by one. It also checks for integrity at the

arrival time.

TCP messages make their way across the It is not connection-based, so one program can
internet from one computer to another. send lots of packets to another.
TCP rearranges data packets in the specific UDP protocol has no fixed order because all
order. packets are independent of each other.
The speed for TCP is slower. UDP is faster as error recovery is not attempted.
Header size is 20 bytes. Header size is 8 bytes.
TCP does error checking and also makes error UDP performs error checking, but it discards
recovery. erroneous packets.
Example HTTP, HTTPs, FTP, SMTP, and Telnet DNS, DHCP, TFTP, SNMP, RIP, and VolP use UDP.
use TCP.
Broadcasting is not supported by TCP. Broadcasting is supported by UDP.
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TCP/IP (Transmission Control Protocol/Internet Protocol) and UDP (User Datagram
Protocol) are both transport layer protocols used for communication over the Internet, but
they differ in several ways:

Reliability: TCP is a reliable protocol, meaning it guarantees that data will be delivered to
the receiver in the correct order without errors. UDP is an unreliable protocol, meaning it
does not provide any guarantees about delivery or order of packets.

Connection-oriented vs. Connectionless: TCP is a connection-oriented protocol, meaning it
establishes a reliable connection between two devices before data transmission. UDP is a
connectionless protocol, meaning it doesn't require an established connection to transmit
data.

Flow control and congestion control: TCP has built-in flow control and congestion control
mechanisms to ensure that data is transmitted efficiently over the network without
overwhelming it. UDP does not have these mechanisms, and can potentially flood the
network with data.

Usage: TCP is commonly used for applications that require reliable data transfer, such as file
transfers, email, and web browsing. UDP is commonly used for applications that require fast
transmission of data but can tolerate some loss, such as video streaming, gaming, and VolP
(voice over IP) applications.

In summary, TCP is a reliable, connection-oriented protocol with built-in flow and
congestion control mechanisms, while UDP is an unreliable, connectionless protocol with no
flow or congestion control mechanisms, and is commonly used for fast data transmission in
applications that can tolerate some loss.

Difference between IPv4 and IPv6

IPv4 and IPv6 are both versions of the Internet Protocol (IP) used for
communication on the internet. Here are some of the main differences
between the two:

Address space: One of the biggest differences between IPv4 and IPv6 is the
size of their address space. IPv4 addresses are 32-bit addresses, allowing for
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about 4.3 billion unique addresses. This might seem like a lot, but with the
explosion of internet-connected devices in recent years, the number of
available IPv4 addresses is rapidly running out. IPv6 addresses, on the other
hand, are 128-bit addresses, which provides an enormous address space of
approximately 340 undecillion unique addresses (that's 340 trillion trillion
trillion!). This means that IPv6 can provide a practically unlimited number of
addresses for all the devices that may be connected to the internet in the
future.

Address format: IPv4 addresses are written in decimal notation and are
typically divided into four 8-bit octets, separated by dots. For example,
192.168.0.1 is an IPv4 address. IPv6 addresses are written in hexadecimal
notation and are typically divided into eight 16-bit blocks, separated by colons.
For example, 2001:0db8:85a3:0000:0000:8a2e:0370:7334 is an IPv6 address.

Security: IPv6 includes several security features that are not present in IPv4.
For example, IPv6 includes built-in support for IPsec (Internet Protocol
Security), which provides encryption and authentication for data sent over the
network. Additionally, IPv6 includes features that make it more difficult for
attackers to perform reconnaissance and scan networks for vulnerabilities.

Quality of Service (Qo0S): IPv6 includes features that make it easier to provide

Quality of Service (QoS) for different types of network traffic. For example,
IPv6 includes a flow label field that can be used to identify packets that belong
to the same flow, making it easier to apply QoS policies to that traffic.

Backward compatibility: IPv6 is not backward compatible with IPv4, meaning

that IPv4 devices cannot communicate directly with IPv6 devices. However,
there are mechanisms in place to allow communication between the two
protocols, such as tunneling, translation, and dual-stack operation.

In summary, while both IPv4 and IPv6 are used for communication on the
internet, IPv6 has a much larger address space, a different address format,
includes additional security features, and makes it easier to provide Quality of
Service for different types of network traffic. However, IPv6 is not backward
compatible with IPv4, and requires additional mechanisms to enable
communication between the two protocols.
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IPv4

IPv6

IPv4 has a 32-bit address length

IPv6 has a 128-bit address length

It Supports Manual and DHCP address
configuration.

It supports Auto and renumbering address
configuration.

It can generate 4.29x109 address
space.

Address space of IPv6 is quite large it can produce
3.4x1038 address space.

Address representation of IPv4 is
in decimal

Address Representation of IPv6 is in
hexadecimal

The Security feature is dependent
on application.

IPSEC is an inbuilt security feature in the
IPv6 protocol.

In IPv4 checksum field is
available.

In IPv6 checksum field is not available.

IPv4 has a header of 20-60 bytes.

IPv6 has header of 40 bytes fixed.

IPv4 consist of 4 fields which are
separated by dot (.)

IPv6 consist of 8 fields, which are separated
by colon (%)

IPv4’s IP addresses are divided
into five different classes. Class A
, Class B, Class C, Class D,
Class E.

IPv6 does not have any classes of IP
address.

IPv4 supports VLSM(Variable
Length subnet mask).

IPv6 does not support VLSM.

Example of IPv4: 66.94.29.13

Example of IPv6:
2001:0000:3238:DFE1:0063:0000:0000:FEFB

Difference between TCP/IP and OSI Model

0S| Model

TCP\IP

—
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OSl represents Open System
Interconnection.

TCP/IP model represents the Transmission
Control Protocol / Internet Protocol.

It is a structured model which deals which
the functioning of a network.

It is a communication protocol that is based
on standard protocols and allows the
connection of hosts over a network.

In 1984, the OSI model was introduced by
the International Organisation of
Standardization (ISO).

In 1982, the TCP/IP model became the
standard language of ARPANET.

It comprises seven layers:

e Physical

o Data Link

e Network

e Transport

e Session

e Presentation
o Application

It comprises of four layers:

e Network Interface

e Internet
o Transport
e Application

OSl is a generic, protocol independent
standard. It is acting as an interaction
gateway between the network and the final-
user.

TCP/IP model depends on standard
protocols about which the computer network
has created. It is a connection protocol that
assigns the network of hosts over the
internet.

The OSI model was developed first, and
then protocols were created to fit the
network architecture’s needs.

The protocols were created first and then
built the TCP/IP model.

It provides quality services.

It does not provide quality services.

It uses a horizontal approach.

It uses a vertical approach.

The smallest size of the OSI| header is 5
bytes.

The smallest size of the TCP/IP header is
20 bytes.

Protocols are unknown in the OSI model
and are returned while the technology
modifies.

In TCP/IP, returning protocol is not difficult.

It is protocol independent.

It is protocol dependent.

Peer To Peer Applications
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PEER-To-PEER NETWORK

Peer-to-peer (P2P) applications are computer programs that enable users to share files,
data or resources directly with one another, without the need for a central server or
intermediary. Instead, each user acts as a client and a server simultaneously, exchanging
data and resources with_other users on the same network.

P2P applications can take many different forms and serve many different purposes. Here are
a few examples:

File sharing: P2P file sharing applications allow users to share files (such as music, movies, or
documents) directly with each other, without the need for a centralized file server. Popular
P2P file sharing applications include BitTorrent, eMule, and Gnutella.

Voice and video communication: P2P applications can also be used for real-time voice and
video communication. Examples include Skype, Zoom, and Google Meet.

Distributed computing: Some P2P applications are designed to distribute computing tasks
across a network of computers. For example, the SETI@home project used P2P technology
to analyze radio telescope data in the search for extraterrestrial life.

Content delivery: P2P content delivery networks (CDNs) are used to distribute large files or
content across a network of nodes. This can reduce the strain on individual servers and
improve download speeds for users. Examples include BitTorrent's content delivery network
and the InterPlanetary File System (IPFS).

P2P applications have many advantages, including increased resilience (since there is no
single point of failure), reduced costs (since there is no need for a centralized server), and
improved privacy (since data is not stored on a central server). However, they can also be
more difficult to manage and secure, and can be used for illegal activities such as copyright
infringement.
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Explain Relation between transfer and

network protocol?

Transfer protocols and network protocols are both important concepts in computer
networking, and they are closely related to each other.

A transfer protocol, also known as a transport protocol, is responsible for managing the

transmission of data between applications running on different hosts in a network. Some
common examples of transfer protocols include TCP (Transmission Control Protocol) and
UDP (User Datagram Protocol). These protocols provide reliable or unreliable delivery of
data, flow control, congestion control, and error detection and correction.

On the other hand, a network protocol is responsible for managing the flow of data across a
network. This includes things like addressing, routing, and packet switching. Examples of
network protocols include IP (Internet Protocol) and ICMP (Internet Control Message
Protocol).

Transfer protocols rely on network protocols to provide them with the underlying
infrastructure needed to transmit data across a network. For example, TCP relies on IP to
provide it with a way to address packets and route them across the internet. TCP also uses
ICMP to help manage errors and congestion.

In other words, transfer protocols are built on top of network protocols, and they rely on
network protocols to provide them with the fundamental features needed to transmit data
reliably and efficiently. So, the relationship between transfer and network protocols is one
of interdependence, where each protocol is an essential building block in the overall
architecture of computer networking.

Define UDP Checksum

The User Datagram Protocol (UDP) is a transport protocol used in computer networking for

applications that do not require the reliable, error-free data transmission provided by the
Transmission Control Protocol (TCP). Unlike TCP, UDP does not provide a mechanism for
ensuring the integrity of the data being transmitted.

To detect errors in UDP datagrams, a simple checksum is added to the UDP header. The
checksum is calculated by the sender by adding up all the 16-bit words in the UDP payload,
plus the UDP header fields (excluding the checksum field itself). The checksum is then
complemented (i.e., all the bits are inverted) and placed in the UDP checksum field.
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When the receiver receives a UDP datagram, it recalculates the checksum using the same
algorithm and compares the result to the checksum in the UDP header. If the two
checksums do not match, the datagram is considered to be corrupted and is discarded.

The UDP checksum is not foolproof, and it is possible for corrupted datagrams to pass the
checksum test. However, it provides a basic level of error detection that can be useful in
some applications

Explain Principles of Reliable Data Transfer

rdt_send() I
deliver data()

sending
processes receiving process

]
i dat data
udt_send() data

rdt_rov()
Unreliable channel

The principle of reliable data transfer is the idea that data sent over a network

or communication channel should arrive at its destination without errors and
in the correct order.

In order to achieve reliable data transfer, several techniques are used,
including:

Acknowledgment: The receiver sends an acknowledgment message to the
sender after receiving each packet. The sender waits for the acknowledgment
before sending the next packet.

Retransmission: If the sender does not receive an acknowledgment within a
certain amount of time, it retransmits the packet.
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Sequence numbers: Each packet is assigned a unique sequence number so that
the receiver can determine the order in which the packets should be
reassembled.

Checksums: Each packet is checked for errors by computing a checksum, which
is @ mathematical function that generates a value based on the data in the
packet. The receiver computes the checksum of the received packet and
compares it with the checksum sent by the sender. If they do not match, the
packet is considered corrupted and is discarded.

Timeouts: If the sender does not receive an acknowledgment within a certain
amount of time, it assumes the packet was lost and retransmits it.

By using these techniques, reliable data transfer can be achieved even in the
presence of noise and other errors in the communication channel.

What is buffer in networking?

Buffers are often used in network devices such as routers, switches, and
firewalls, as well as in network protocols like TCP (Transmission Control
Protocol) and UDP (User Datagram Protocol). In these cases, a buffer may be
used to temporarily store data packets that are being transmitted across a
network, ensuring that they are properly received and processed by the
destination device.

Explain TCP Congestion Control?

Congestion control is a set of techniques and mechanisms used to manage the
flow of data within a network to prevent congestion, which occurs when the
demand for network resources exceeds the available capacity. Congestion can
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cause network delays, packet loss, and reduced throughput, which can
negatively impact network performance and user experience.

To manage congestion, network devices use various congestion control
algorithms that dynamically adjust the rate of data transmission to match the
available network capacity. These algorithms typically operate by monitoring
the network for signs of congestion, such as packet loss or increased delay, and
then adjusting the rate of data transmission accordingly.

There are several congestion control mechanisms used in modern networks,
including:

Window-based congestion control: This technique adjusts the amount of data
that can be transmitted before waiting for an acknowledgment from the
receiver.

Traffic shaping: This technique limits the rate of data transmission to prevent
network congestion.

Quality of Service (QoS): This technique prioritizes certain types of traffic, such
as real-time audio or video, over less critical traffic to ensure that they are
given priority access to network resources.

Admission control: This technique controls the number of connections allowed
to a network at any given time to prevent congestion.

Overall, congestion control is an essential aspect of network management that
ensures the efficient and reliable transmission of data within a network.
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