
 

 
 

 

IP TABLES:  is a commond -line user level program for configuring the linux kernel firewall , which is part 

of the Netfilter Project. It allows system administrator to define rules and policies for packet filtering , 

Network Address Translation (NAT), and packet mangling in the Linux kernel firewall. 

 

 



 
 

 
 



 

 

 
 

 
 

 



 
 

 
 

 



 
 



 

 
 



 

 

 

 
iptables -A (or --append): Appends a rule to the end of a chain. 

         iptables -A INPUT -s 192.168.1.0/24 -j ACCEPT 

iptables -I (or --insert): Inserts a rule at a specific position in a chain. 

 iptables -I INPUT 2 -s 10.0.0.0/24 -j DROP 

 



iptables -D (or --delete): Deletes a rule from a chain by specifying its rule number or matching 

 iptables -D INPUT -s 192.168.1.0/24 -j ACCEPT 

 

iptables -L (or --list): Lists all rules in a chain or all chains if none specified. 

 iptables -L INPUT 

 

 

  

 

 

 


